DaD 7740-G

CHAPTER 5
Rl SK_ASSESSMENTS

A 1 NTRODUCTI ON

1. The purpose of this chapter is to provide DoD nmanagers

ui dance on asse55|n?_rjsks_|n automated infornmation systens.

Ile introducing efficiencies in governmental activities,
automation sinultaneously introduces new and different _
vulnerabilities. A risk assessnment is conducted to determ ne
susceptibility to waste, loss, and abuse.

2. Based on the results of risk assessnent, an agency can
proceed with its internal control evaluation, inprovement and
reporting process.

3, Under revised OMB Crcular A-123, (reference (c]),
agencies are required to nake risk assessments to identify
potential risks in agency operations that require corrective
action or further investigation through internal control
eval uations or other actions. These may follow the risk
assessnment procedures in the Internal Control Guidelines or may
be based on a systematic review building on managenment’s
know edge, information obtained from management reporting
sKstenB, previous risk assessnents, audits, etc. nagement
shoul d update its risk assessment of conponents at |east once
every 5 years and as nmmjor changes occur.

4, oMB Crcular A-130, (references (e)) requires agencies
to establish a level of security for information systens
commensurate wth the sensitivity of the information and the
ri sk and magnitude of loss or harmthat could result from
| nproper operation of the information systens.

B. BASI C APPROACH

1. Internal controls should provide reasonable, although
not necessarily absolute, assurance of mninmal risks.
Reasonabl e assurance recogni zes that the costs of devel opi ng and
Instituting internal controls should not exceed the benefits

derived fromreducing risks. R sk assessnment consists of four
nmeasur es:

a. Analyzing the managenent control environnent.
b. Evaluating general automated system controls.
c. FEvaluating application controls.

d.  Evaluating inherent risks associated wth prograns
or functions supported by autonated systens.
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2. Questionnaires were devel oped to hel p nmanagers gat her
and anal yze information about the system s internal controls.
The quesfionnaires are self-explanatory. Responses will be a
sinple “yes” or “no.” Several “no” responses wthin one section
may indicate control weaknesses, and depending on inherent risk,
may indicate high vulnerability. However, judgnent needs to be
applied. For exanple, one “no” response to a critical question
could indicate the need for a nore detailed internal control
review and the need for corrective action.

c. QUESTIONNAIRE 1 - ANALYSIS OF THE MANAGEMENT CONTROL
ENVI RONMVENT.  Questionnaire 1 has been devel oped to assist in

anal yzi ng the managenent control environnment_ 1n which autonated
operations or applications are conducted. First, managenent
must assess the potential for waste, |o0ss, m snanagenent>

unaut hori zed use, or msappropriation that exists In each

aut omat ed operation or application. _ Second, nmanagenment’s
control systens nust be examined. To assess the nmanagenent

gon}rg] envi ronment, several factors should be considered,
| ncl udi ng:

. Al'S Standards, Policies, and Procedures
« AIS Planning, Budgeting, and Reporting

. Prior Internal Audits and-Reviews, and Managenent’s
Responsi veness

e AIS Quality Assurance

1. AILS Standards, Policies, and Procedures Considerations:

| mpl ementi ng IRM policies and procedures should cite and be
based on authorizing |egislation, Departnmental regulations, and
Federal regulations concerning |RM as appropriate. They shoul d
be updated to remain current. These policies and procedures
must be promptly distributed to those who have internal control
responsibilities and should include specific control guidance
for AIS activities. “YES' answers to the follow ng questions
woul d indicate a | ow vulner-ability to ri sk.

YES NO
a. Has managenent initiated policies and

proce-dures for tinely inplenentation
of DoDIRM st andards?

b. Are changes to exjsting policies and
procedures dissemnated pronptly to
al | appropriate organizational units
and i ndividual s?
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c. Have internal control and security
obj ectives been defined in regard
to autonated operations and
applications?

d. Are specific internal controls, resource

acgu|s|t|pn, system devel opment and

nodi fication, and operating policies *

and procedures issued under these DoD

st andar ds? L .

2. IRM Planning, Budgeting, and Reporting Considerations.

Management’™s commtnent to neeting goals concerning planning,
budgeting, and reporting practices should reflect current
Government policy and be w dely publicized. Goals should
include: (1) establlshlng budgeting policies; (2% adherence to
these policies; and “(3) devel opnent and use of short- and long-
range planning. “YES' answers to these questions reflect a |ow
vul nerability to risk in this area.

YES NO
a. Does an Advisory Council exist, meet
regularly, and is it chaired by a top
managenment representative?

b. Doesthe planning process include
short- and | ong-range plans and
clearly establish and docunent
m ssion requirements, strategy,
goal s, and objectives?

¢c. Does the planning process consider
budgeting for financial, personnel,
techni cal resources (e.g., hardware,
software, commruni cati ons and system
Interface) and conpare and sel ect” anong
al ternatives based upon quantified
life-cycle costs, benefits and
ri sk projections?

d.  Are plans usually followed? [|f not,
are deviations from plans adequately
docunented wth justification?

e. Are plans and budgets for financial,
personnel, and technical resources
consistent with Departnental plans and
budget s?
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3. Considerations Concerning Prior Internal Audits and
Revi ews and Managenent™s Responsiveness. The assessnent of an
Al'S vul nerabiTity may be supported by reviews or audits by
Internal Audit (the Inspector General where that organization
exists), the U S General Accounting Ofice, or congressional
commttees. The primary considerations in this area are the
corrective actions identified and managenment’s response to them
“YES’" responses to the follow ng questions indicate |ow
vul nerabil'ity.

YES NO

a. Does the Internal Audit function perform
audits of operational systems, systens
under devel opment, and other activities
addressing general. and application
control s?

b. Are corrective actions identified as
a result of audits or reviews of
t he automated operation or application?

c. Are there no significant audit or review
findings that represent continuance of
previously identified problems? L .
4. AS Quality Assurance Considerations. Quality assurance

is a critical tTunction in the automated I nformation systens

environment to ensure user departnments are satisfied with the
qual ity of information systens. Cpality assurance should be
responsible for review ng all aspects of infornmation systens to
ensure adherence to the standards and inplenenting policies and

rocedures. In addition, the quality assurance function shoul d
e responsible for ensuring the accuracy and reliability of
automated systens’ outputs. “YES' answers to the follow ng
questions indicate low vulnerability to risk in the area.

YES NO

a. Has a quality assurance function been
established to determne if user
departments are satisfied wth the
quality of automated systens and
tested internal controls incorporated
In the information systens?

b. Is the quality assurance function
responsi bl e for reviewi ng all aspects
of automated systems to ensure
adherence to standards, policies
and procedures?
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c* Does the quality assurance function

monitor the accuracy and reliability

of automated systens’ outputs? L .
D. QUESTIONNAIRE 2 - EVALUATI ON OF GENERAL SYSTEMS CONTROLS.
Thi s questironnarre helps To defermne 1T general sysfens
controls are in place to prevent or mnimze waste, |o0ss,
m smanagenent, unauthorized use, or msappropriation. The |evel
of conprehensiveness and intensity of review depends on the size
of the system including hardware and software. This
questionnaire focuses on the follow ng aspects of autonated
general control:

. Organi zational Checks and Bal ances.
. Data Center Operations.
. Security and Control.

. Environmental Protection and D saster Recovery and/or
Cont i ngency Pl anni ng.

® System Design, Devel opnent, and Mdification Control.
e System Software Control.

e Distributed Processing and Network QOperations Control.
e Personnel.

e Mcroconputer Control.

1. Organi zational Checks and Bal ances Consi derations.

Ef fective internal controls need to be established over the data
proceSS|n?_operat|ons and applications because of the
concentrafion of functions brought about by the conputer. "YES"
responses to the follow ng questions indicate |ow vulnerability
to risk in this area.

YES NO

a. Are duties separated to ensure no
| ndi vidual perfornms nore than one of
the follow ng functions;
(1) Oiginating Data.
(2) Processing Data.
(3) Distributing Data.

(4) Inputting Data.
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(5) Reviewing Data.

b. Are duties separated among conputer
operations, systems devel opnent,
systens progranm ng, applications
progranm ng, and data control ?

c. Are duties and separation requirenents
docunmented and enforced? _ _
2. Data Center Qperations Considerations; Control
procedures for data center operations should be
establ i shed and followed to ensure accuracy and
conpl eteness of the information maintained and processed
?y the DoD data centers. “YES' responses to the
t

ol ow ng questions indicate low vulnerability to risk in
his area.

YES NO
a. Does a formal production schedul e exi st
to ensure that resources are

effectively used and that the needs
of users are net?

b. Is a formal control group established
W thin the data center to nonitor both
decentralized and centralized job entry?

c. Doesa schedule exist for preventive
mal nt enance according to established
site and vendor procedures?

d. Are formal nalfunction reporting

procedures established, docunented,
and enforced?

e. Are procedures for user billing and

char ge- back docunented and are such
procedures tied into a job accounting
system for the data center’s resources?

f. Do detailed witten operator |
Instructions (including set-up, file
di sposition, error response and
restart and/or recovery) exist and are
they followed?
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YES NO

g. Are supervision and review of operations
sufficient to provide reasonabl e assurance
that the conmputer is used only for
aut hori zed purposes and that operators -
are followng prescribed procedures? . .
3. Security and Control Considerations: Control and/or
procedures consistent wth DoDD Directive 5200.28 and OMB
Circular A-130 references #r? and (e)), for conputer security
shoul d be established and followed to safeguard ADP resources.
The hardware, software, and data are all assets that should be
rotected against theft, loss, wunauthorized nmanipul ation,
raudul ent activities, and natural disasters. 0 mnimze these
risks, controls to limt access to the data center,
decentral i zed hardware including mcroconputers, system and
application prograns, system docunentation and output should be
established. “YES' responses to the follow ng questions
Indicate low vulnerability to risk in this area.

YES NO
a. |s responsibility for conputer security -
at the site established, docunented,
and assigned?

b. Are required controls in place to protect
national security information?

c. Are clearly defined security policies and
procedures-established and enforced?

d.  Are risk analyses performed according
to a specific tinmetable?

e. Are personnel security policies for
screeni ng enpl oyees and contractor
and/ or service personnel docunented
and enforced?

f. |Is access to the conputer area by
Individuals in need of limted access
(e.g., hardware manufacturer, custodial
personnel, etc.) supervised and
control | ed?

g. Are procedures limting access to

critical forns, such as identification
cards, checks , and source docunents,
docunent ed and enforced?
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h. Are user identification codes and
asswords used to validate users of
he system data and software? .

(1) Is separate conputer access control
and/or security software utilized?

(2) Does it control access to individual
data files and el enents, application
prograns, and other system
sof tware?

(3) Are accesses to the systemrecorded
(either manual ly or automatically)?

4, Environmental Protection and Disaster Recovery and/or
Contingency Planning Consi derations: Procedures should be
establ1shed To hel'p protect critical files, programs, and system
docunentation fromfire or other natural disasters. These
procedures should be formally documented and periodically
updated and tested. They should contain the detailed steps
conput er operations personnel should take in the event of an
emergency. The data center should be equi pped Wwth both snoke
and fire detection devices. Floors, walls, ceilings, and
draperies should be made of nonconmbustible material. Alternate
power sources or other electrical backup devices should be
Installed to limt the inpact of a power shortage or blackout.
Formal backup arrangenents should al so be established wth
anot her conpatible data center. Copies of critical files,
prograns, and docunentation should be stored at an off-site
location. Steps should be taken to make sure that the off-site
materials are periodically updated and that the backup center
has sufficient capacity to process the additional work | oad.
Periodic tests of the backup arrangenents should al so be
per f or ned.

YES NO
a. Fbve_energencY di saster recovery and/or
contingency planning procedures been
docunented and are they up-to-date?

b. Do they include steps to take in the
event of a natural disaster by fire,
wat er damage, etc. , and intentional
damage by sabotage, nob action, bonb
threats, etc?

c. Are enployees famliar wth the energency
procedures?
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|s the data center separated from
adj acent areas by fire resistant
partitions, walls, etc.?

Are nonconbustible floors, ceiling,

and/or draperies used in the data
center?

Are any activities conducted adjacent
to the data center that m ght endanger
It by flood, fire, or explosion?

Are heat and snoke detectors installed
In the follow ng areas:

In the ceiling?
Under raised floors?
In the air return ducts?

Are battery-powered enmergency lights

placed in strategic |ocations to assist
| n evacuation shoul d power be
| nterrupted?

|s the data center protected by an
automatic fire-suppressing systen?

|s the data center equipped wth
temperature and humdity gauges that
automatically acti-vate signals if
el ther exceeds the normal range?

|s the data center backed up by an
uni nterruptabl e power source systen?

DoD 774(3-G

YES

——

Are there provisions for retaining and/or

copying master files and a practical
means of reconstructing a damaged or
destroyed file?

Are sufficient generations of files

mal ntained to facilitate reconstruction
of records?

Are duplicate copies of data files
application progranms, system software,

and critical docunmentation kept and updated

periodically ata renote |ocation and
restricted from unaut hori zed access?
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0. |Is there backup capability at an
off-site location?

po Have critical locations been provided
W th adequate termnals, nodens, and
communi cations |ines?

Are operations Brocedures periodically
tested at the backup data center? L L
5. Application Design, Devel opnent, and Mdification

Control Considerafions. Systens design, devel opment, and
nmodi 1 cafion process should provi de adequate separation of

duties and assure user, nmnagenent, and internal audit
participation. Additional ke¥ el enents are docunentation,
conputer program testing, system acceptance testing, and

conput er proPran1change control procedures. The age and |ife
expectancy of an application or operation will detéermne to sone

degree its susceptibility to fraud, waste, |oss, unauthorized
use, or msappropriation. “YES' responses to the follow ng
questions indicate |ow vulnerability to risk in this area.
YES NO
a. |s the application devel opment predicated

on a system devel opnent |i1fe-cycle
met hodol ogy?

b. Are formal, standard control practices
followed in system design and devel opnent
and are they reviewed for proper
| mpl enent ati on?

c. Are systens docunmented as they are being
desi gned?

d.  Are new or nodified prograns and/ or _
systenssubj ected to conprehensive testing
(both conputer program and user acceptance)
prior to Inplenentation? L L

e. Are test results approved by user
departnments and Al'S managenent prior
to conversion to a new systenf

f.  Are system devel opnent, pre- _
| npl erentation and post-inplenentation
reviews of an entire gnanual and
aut omat ed) system performed?
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YES NO
g. Are procedures in place that define
who can initiate a_systen1change request
and who can authorize a change” L .
h. Is a log kept of conpleted system changes
and changes in process? L L
|s the application or operation using
up-to-date techniques and being
mai nt ai ned by geople famliar wth
t he techniques

j. |s the application stable or undergoing
only mnor-or well-controlled
enhancenent s? L .
6. Systens Software Control Considerations. System

sof t war e Burchased fromvendors 1s nornally reliable and
I ncludes built-in error checking features capable of detecting
any processing errors it mght cause. However, through program
changes and software options, systems software support personnel
control many details of conputer operations and application
processing. “YES' responses to the follow ng question indicate
| ow vul nerability in this area.

YES NO

a. Are nodifications to system software
aut hori zed and approved by ADP managenent
before changes are nade?

b. |s access to system software and rel ated
docunentation restricted to authorized
personnel ?

c. Are procedures established, docunented
and enforced to provide assurance that
systens software changes are thoroughly
and independently tested and properly
| npl ement ed? .

7. Distributed Processing and Network Operations Control
Considerations. Control procedures for distributed processing
and network operations should be formally established and
followed. Wth the rapid increase of decentralization of
systens, control and integrity have become nmjor concerns.
“ E?L_ansmers the follow ng questions indicate |ow vulnerability
In this area.
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YES NO

a. Are standards and policies for general
network control clearly established and
fol l owed?

b. Doesa network policy exist requiring
audit trails and backup of all network
communi cations activity for both network
gessgges and applications-processed

at a“

c. Do distributed Propessing and network
hardware controls include menory
protection, alternate conmunications
routing, communication protocols
and timely failure and/or recovery
mechani sms?

d. Are local and consolidated network p
erformance reForts prepared to regularly *
convey key elenents, such as network s
ystens availability, performance to
schedul es, response tinmes, processing
efficiencies, and performance probl ens?

e. Are local and/or private comunications
| ines and switches secured and accessible
only by authorized personnel ? L L
f. Are communications security methods
used toprotect transm ssion of sensitive
and/ornational security information? L L
8. Personnel Considerations. Inportant factors in this
area are the_lntﬁgrlty and conpetency of contractor and agency
personnel assignedto carry out Al'S operations and applications
activities. Personnel must have adequate experience and
training to be conpetent. “YES' answers to the follow ng
questions indicate |ow vulnerability to risk in this area.

YES NO

(1) Are appropriate security clearances
granted prior to allow ng personnel
access to sensitive or national security

| nformation?

(2) Do key personnel receive adequate
training in the professional, technical,
Internal control and security aspect
of their jobs?
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YES

(3) Are enployees regularly infornmed of new
policies "and procedures including
| nternal managenent control
requirenments?

9. Specific Mcroconputer Control Cons iderat i1ons.
Control procedures for mcroconputer operations should be
establ i shed and followed to ensure the proper nmanagenent
and use of mcroconputers and the accuracy of the
processed data. Inplenenting certain control procedures
uni que to mcroconputers should decrease the risk of
1] egal system access, data |oss, and stol en hardware.
“YES™ responses to the follow ng questions indicate |ow
vul nerability to risk in this area.

YES

a. (1)Have policies and procedures regarding
the acquisition and use of m croconputer
resources been devel oped?

(2)-Are policies regarding the acquisition
and use of m croconputer Tesources
adhered to and enforced?

(3)Do palicies prohibit the use of
copyrighted and/or unauthorized software

that the activity has not |eased or
pur chased?

b. Are the functions and capabilities
of mcroconputer based systens
docunent ed?

¢c* Are mcroconputer resources inventories,
hardware and software, maintained in a
central location and verified
periodically?

d. Do adequate controls exist to ensure
that mcroconputer hardware i s not
stol en or vandalized?

e. Are guidelines followed for the
backup of prograns and files , and for
t heir safe-keeping?

f. Are labeling and storage procedures for

sensitive information, storage nedia
and m croconmputers established?
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E. QUESTIONNAIRE 3 - EVALUATI ON OF APPLI CATI ON CONTROLS

This questionnaire helps to determne if appropriate
ap?llcat[on controls are in place. Users of automated

| nformation systems have primary responsibility for assuring
their systems have adequate controls, including security.
Users should establish the sensitivity or the risk and nagnitude
of loss or harmthat could result frominproper operation of
their application. Appropriate admnistrative, physical, and
technical controls should be inplenented by users.This
questionnaire is intended to be used when review ng functional
controls of agency activities that use ADP to support their

activities. t focuses on the follow ng aspects of automated
application control:

« Purpose and Characteristics.

« Assumng the Risk at the Data Center.
« Data Oigination.

« Data Input.

« Data Processing.

« Data Qutput.

1. Purpose and Characteristics Considerations: The purpose
and characteristics of the ADP application should be eval uated
by its user to determne the degree to which it is susceptible
to waste, |oss, unauthorized use, m smanagenment , or _ _

m sappropriation. For exanple, ADP applications that maintain
or process classified or sensitive data that may (1) have a
significant inpact outside the departnment or agency, (2) cause
transfers of property or receipt and/or paynent of noney; or (3)
| nvol ve approvals or granting of authority that are sensitive
and, thus, particularly vulnerable. “YES answers to the
foll ow ng questions indicate |ow vulnerability.

a. Have the users made a clear determnation
of the sensitivity of each apgllcatlon
and the information processed”

s that determnation based on the total
| sk and magni tude of [oss or harmthat

oul d result fron1|nproPer operation of

i

n

application or disclosure of

I
r
C
{ |
| nf ormat1 on?
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ES NO

e deje—

c* \Wiere the application is considered
sensitive, has the user:

(1) Participated in defining and
approving security specifications
for the application?

(2 Verified that security controls are
wor ki ng and have been certified as
operational |y adequate for the
appl i cation?

(3) Reviewed and recertified the
application in the last 3 years?

(4) Assured that security or other
control weaknesses have been
corrected?

[5) Included security or other control
weaknesses found in their annual
report?

(6) Assured that procedures are in place
that control who can initiate a
change and who can authorize a

change? . L
2.  Assuming the Risk at the Data Center: Since users of
ADP have ultimate responsibilTity Tor the security and integrity
of their application, they assune the |evel of risk at the
Installation that processes their application. It is critical,

therefore, that they have the ability to reduce that risk to an
acceptable level [even if required to go to a different

Instal lation for processing). “YES' responses to the follow ng
questions indicate low vulnerability in this area.

YES NO
a. Does the user organization understand
the level of risk at the installation
where his or her application is
processed?

b. Is the user organization apprised of
changes at the installation that nmay
| npact that |evel of risk?

c. Does the user understand the vulnerability

of the comunication |ines and |inks.
used in the application?
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YES NO

d. Does the user know who is responsible
for security at the installation where
his or her application is processed?

e. |s the user organization free to seek

data processing support at a different
Installation?

f. Is the user famliar wth the disaster
recovery and backup plan at the data
ﬁroce55|ng Installation where his or

er application is processed?

g. Does the user have a contingency plan
consistent wth the disaster recovery
and backup plan for essential functions?

h. |f a data base nmanagenent systemis used
In the users’ application, does he or
she understand 1ts vulnerabilities and
special control considerations?

Does the user have secutity neasures in

placeto protect ADP equi pnent, such as

m croconputers and renote termnals in

his or her area? . -

3. Data Origination Considerations: Data origination

controls are used to ensure the accuracy, completeness, and
tinmeliness of data prior to its being converted into a machine-
readabl e format and entered into the conputer application.
Controls shoul d ensure that the data reaches the conputer
application wthout |oss, unauthorized addition, nodification,
or error. “YES" responses to the follow ng questions indicate
| ow vul nerability to risk in this area.

YES NO
a. Do docunented procedures exist to
expl ain methods for proper source
docunent origination, authorization,
data collection, input preparation,
error handling, and retention?

b. Are duttes appropriately segnented
for originating data, inputting data,
processing data, distributing output,
and review ng out put?

c. Are signatures required to approve
all transactions?
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d. Are source docunents accounted for?

e. |s access to source docunents, blank
I nput forns, and copies. of source
docunents restricted only to authorized
personnel ?

f. Do docunented procedures exist to
explain the nethods for source docunent
error detection, correction, and
reentry? L L
4, Data Input considerations; Data input controls ensure
the accuracy, conpleteness, and tineliness of data during its
conversion into machine-readable formand entry into the
application. Data can be input through either on-line or batch
processing. "YES" responses {0 the following questions “indicate
low vulnerability to risk In this area.

YES NO

a. Are procedures established for the
conversionand entry of data to ensure
separation of duties as well as routine
verification of work perforned in the
data input process?

b. Are procedures related to the conversion
and entry of data through term nals,
such as the use of passwords, followed
to deter unauthorized use?

c. Do docunmented procedures exist to explain
the process of identifying, correcting,
and reprocessing data rejected by the
appl i cation?

d. Is input data validated and edited close
to the point of origin to ensure the
application re%ects_any i ncorrect
transaction before its entry into the

syst enf

e. Is all data that does not neet edit
requi renents re{ected fromfuture
processing, reflected on an error
message, and witten to a suspense file?

f. Are error-handling Frocedures In place to
facilitate the tinmely and accurate resub-
m ssion for processing of all corrected
| nput dat a?
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YES MO

g. Are change commands, rather than delete or

erase conmmands, used to correct errors on
t he suspense file?

h. Are personnel wth access to the system
appropriately screened?

Are personnel granted access to only
t hose resources and information required
for their duties and no nore?

j. Are personnel restricted from bypassing
and overriding validation and editing
probl ens? . .

k. Have personnel received security awareness
tralning apPr|S|ng t hem of the vulner-
abilities of the application and
t echni ques for enhancing security?

1. Is authorization of access (user
| dentification, passwords, etc.) to
the application actively nanaged
by the user?

m |Is the identity of users verified
prior to system access? L -
S. Data Processing Considerations. Data processing
controls are used to ensure the accuracy, conpleteness, and
timeliness of data during processing by the conputer. "YES"

responses to the followng questions indicate |low vulnerability
to risk this area.

YES NO

a. Does the data center nmaintain a schedule
show ng when each apBI|cat|on IS to
be run and needs to be conpl eted?

b. Are conputer-generated control totals
(run-to-run totals) reconciled to check
for compl eteness of processing?

c. Do error-handling procedures identify
erroneous transactions wthout
processing them and w thout undue
di sruptions to the processing of
other valid transactions?

d. |s operator intervention of data
processing restricted?
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YES NO

e. |Is relationship editing perfornmed
bet ween the input transaction and -
master files to check for appropriateness
and correctness prior to updating? . L
f. Are there procedures for controlling the
rel ease of ADP storage nedia that have
contained sensitive or classified infor-
mat 1on? L L
6. Data Qutput Considerations: Data output controls are
used to ensure the Integrity of output and the correct and
timely distribution of outputs produced. Not only shoul d
out puts be accurate but they nmust be tinely. Data can be out put
either by on-line or batch processing. “YES’ respvonses to the
foll ow ng questions indicate | oW vulnerability to-risk in “tHis
ar ea.

YES NO

a. Are output reports reviewed for
completenessand forn?

b. Are outputs balanced to control tot
wthaudit trails available to facil
tracing and reconciliation?

al s
Itate

c. Are outputs controlled in accordance

with witten instructions? L .
d.  Are outputs narked by appropriate security

classification? . L
e. Are outputs marked in accordance wth

the level of sensitivity of the

| nformation?

f. Are procedures followed to report and
control errors contained in output?

g. Does the user Periodically verify the
accuracy of all outputs?

h. Are appropriate nethods used to dispose
of docunents that are not needed?

Are personnel wth access to the output
appropriately screened?
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YES  NO
j. Have personnel handling the output
received security awareness training
aPpr|S|ng them of the vulnerability
of the application?

F.  QUESTI ONNAI RE 4 - ASSESSMENT OF | NHERENT RI SK. |
Questionnaire 4 was devel oped to hel p assess Inherent risk.
Anal ysis of each identified automated system nust be performed
to assess the potential for waste, |oss, unauthorized use, or
m sappropriation due to the nature of the programitself.
Matters to be included in the analysis are:

Pur pose and characteristics.
« Val ue of resources.
| npact outside the agency.
Age and |ife expectancy.
Degree of centralization.
« Speci al concerns.
1.  Purpose and Characteristics Considerations. The purpose
and characteristics of the program being supported by the ADP

operation or aﬁplication shoul d be considered to determne the

degree to which it iIs susceptible to waste, |oss, unauthorized

use, msmanagement, or msappropriation. - YES™ answers to the
followng questions indicate high vulnerability in this area.
YES  NO
a. |s the program subject to:

(1) Broad or vague legislative authority
or regul ations?

(2) Cunmbersome |egislative or regulatory
requi renents?’

(3) Broad or vague mssions, goals, or
obj ective?

b. |Is work assigned that often includes
I nteraction wth organizations outside
management s’ chain of conmand?

c. Do contractors performwork that could
be considered Governnent work (e.g., a
Gover nnent - owned project operated by a
contractor) ?
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YES NO

d. Does the program involve handling
classified or sensitive informtion? L .
e. Does the program involve handling val uable
or sensitive inventory items or cash
recei pts or docunments that can be used
| nstead of cash? . .
2. Value of Resources Considerations. Programs or
functions that require a [arge budget to operate and/or control
or that disperse itenms of high value are nore susceptible than
| ower budget programs to waste, |oss, unauthorized use, or
msappropriation. A “NO answer to the follow ng question
Indicates |ow vulnerability to risk in this area.

YES NO

a. Does the programrequire a |arge budget”
to operate and/or does it control or
di sbhurse items of high value? Itens
to be 1ncluded: . .
(1) The annual operational cost (including
sal aries, hardware, software,
etc.). - S
(2) The value of the itens controlled
(|n%Iud|ng data, property, funds,
etc.).

(3) Value of the data supporting the
pro?ran1(cpstly to acquire or
replace, highly
val uabl e to outside sources, etc.).

3. lnpact Qutside the Program If a programor function
has a significant Inpact outside the activity, it may be subject
to pressures to circunvent internal controls. A "NO answer to
the follow ng question indicates |low vulnerability in this area.

YES NO
a. Does the program or function have a
significant 1npact outside the activity?
ltens to be considered include:

(1) The nunber of citizens inpacted by
t he program

(2) The inmpact on economc well-being of
outsi de individuals or groups.
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(3) I npact on the health of outside
I ndi vi dual s or groups.

(4) Inpact on the safety of outside
| ndi vidual s or groups. . .
4. Age and Life Expectancy Considerations: The age and
|ife expectancy of a program are factors to consider when
anal yzing risk. New or changing prograns may |ack witten
policies or procedures; |ack adequate resources; have
| nexperienced managers and personnel; or lack devices to nmeasure
performance. Prograns that are phasing out may |ack adequate
resources or involve close-out activities for which controls
have not been devel oped, or involve accounting for significant
amounts of noney or other resources. “YES' answers to the
followng questions indicate |ow vulnerability in this area.

YES NO

a. |Is the’Progran1in exi stence less than
2 years" . .

b. Is the program undergoi ng substanti al

nodi fication or reorganization?

C. Will the program be elimnated wthin
2 years? L .

5 Degree of Centralization Considerations. The extent to

which a program or function Is operated in a centralized or

decentralized manner should be determ ned. Excessive

centralization of a program or function can increase the

|1 kel i1 hood of |oss due to fraud, waste, abuse, or m smanagenent.

“YES” responses to the follow ng questions indicate | ow

vul nerability to risk in this area:

YES  NO
a. |s the program nmanaged and controll ed
on a day-to-day basis? Factors to
be considered include:

(1) Centralization (i.e., the program
| s managed and controlled on a
day-to-day basis by Headquarters
organi zations or staff.)

(2) Decentralization (i.e.,
| S managed and controlled on a
day-to-day basis by field i
nstallations or staff.)

t he program
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(3) Contractor admnistration (i.e. , the
program i s nmanaged and controll ed
on a day-to-day basis by a non-DoD
organi zation. )

(4) Qher (i. e., the programis nanaged
and controlled by sone conbi nation
of the above or by other neans. ) . L
6. Special Concerns. Oten, the existence of special

concerns tor an activity may be indicative that for sone reason

It 1s highly susceptible to waste, |o0ss, unauthorized use, or

m sappropriation, and should be treated as such. Consideration

shoul d be given as to whether the program or function has been

the focus of special attention. “YES" responses to the _

followm ng questions indicate |ow vulnerability to risk in this

ar ea.

YES NO

a. Has special interest in the program
been exhibited by top executive
of ficials, Congress, special interest
groups or | obbyists?

b. Has the program received particular
attention fromthe nedia?

¢c. Has the program been subject to
recent |i1tigation?

G W.NERABI LI TY ASSESSMENT USI NG THE RESULTS.

1. The results of risk assessment questionnaires are used

to:

_ ~a. Support nmanagenment judgment as to the degree of
risk involved,

b. Report weaknesses, and
c. Determne if nore rigorous evaluation Is needed.

2. Not all weaknesses are material in nature. In _
determning risk levels and in deciding on next steps, materi al
weaknesses nust be carefully considered in each agency’ s
Management Control Plan. These Plans are required for each
agency by 1987 in accordance with OMB Circular A-123 (reference
(¢)) . terial weaknesses, if discovered, must also be included
I n prescribed annual reports to the President and Congress.
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3. A material weakness is defined in reference (c) and the
Internal Control Evaluation CGuidelines as a situation in which
t he deslﬁned procedures or the degree of operational conpliance,
therewi th, does not provide reasonabl e assurance that the
Q%jectlves are being acconplished. The nmaterial weaknesses
Identified in the annual report should be of significance to
warrant the attention of the President and Congress.

4, In the annual report to the President and Congress, the
head of each agency nust state whether the agency’s systens
conply with the Conptroller Ceneral’s standards and nust provide
reasonabl e assurance that the objectives of internal control
were achi eved.
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